,__

. LFEB 25 00

AO 91(Rev 08/09) CummalComplamt o CLERK U.S. DISTRICT COURT

UNITED STATES DISTRICT COURT
for the

Eastern District of Virginia

United States of América )
. v, _ )
JOHN CAMERON DENTON ) Case No, 1:20-mj-84
a/k/a “Rape” )
" a/k/a "Death” )
alk/a "Tormentor” )
Defendant(s).
CRIMINAL COMPLAINT
I, the complainant in this case, state that the following is true to the best of my krnowledge and belief,
On or about the date(s) of __ November 2018 to April 2019 in‘the-county of ___ Alexandria in the
Eastern District of . __Virginia , the defendant(s) violated:-
Code Section Offense Description
18 U.S.C. § 371 Consplracy to-commit ap offense againstthe United States, that is, to transmit
in interstate commerce communications - containing threats:to injure the person
of another. '

This criminal comiplaint is based on these facts:
Please see the attached Affidavit,

@ Continued on the attached sheet.

Reviewed by AUSA/SAUSA: . .
USA Carina A. Cuellar

VA :
/ ﬂ Complaifant’s sigrature ~—
FBI Special Agent, Jonathan M. Lund

" Printed name and title

Sworn to before me:and signed in my presence.

Date: 02/25/2020

"0\@(5&» /s/

City and state: Alexandria, Virginia

Ivan D. Davis
United States Magistrate Judge




IN THE UNITED STATES DISTRICT COURT FOR THE| FEB 25 2020 B

' LERK.U.S. DISTRICT COUR
EASTERN DISTRICT OF VIRGINIA Cc ALEXANDRIA, VIEGINIA T

Alexandria Division

UNITED STATES OF AMERICA

UNDER SEAL
\2 :
Case No. 1:20-m;j-84
JOHN CAMERON DENTON,
a/k/a “Rape”
a’k/a “Death”

a/k/a “Tormentor”

Defendant.

AFFIDAVIT IN SUPPORT OF A
CRIMINAL COMPLAINT AND ARREST WARRANT

1, Jonathan Myles Lund, being first duly sworn, do hereby depose and state as follows:

Introduction and Agent Background

1. I'am a Special Agent with the Federal Bureau of Investigation (“FBI”) and currently
assigned to the Cyber Crime Squad of the Washington Field Office. Ihave been employed by the
FBI since 2009. |

2. In the course of conducting or participating in criminal investigations, I have been
involved in interviewing and debriefing witnesses and informants; conducting physical surveillance;
tracing and analyzing internet protocol addresses; tracing and analyzing financial transactions;
analyzing telephone pen registers; collecting and analyzing evidence; and preparing and executing
search warrants. I have received organizational sponsored computer training as well as computer
training at the SANS institute. I have also received training in the area of computer security and

network administration.




3. This affidavit is submitted in support of a criminal complaint and aﬁest wartrant,
charging JOHN CAMERON DENTON (“DENTON”) with conspiracy to commit an offense against
the United States; to wit, interstate threats to injure, 1n Vioiation of Title 18, United States Code, .
Sectién 875(c),'a11 in Violatioﬂ of Title 18, United States Code Séction 371.

4, The facts in this afﬁdavit ére based on my investigation, personal observatipns,
training and experienc_e, as well as communications with others who have personal knowledge of the
events and circumstances described herein. Because this affidavit is limited in purpose, I am not
including all facts known to law enforcement concerning this investigation.

5. Below, I will first provide background on the investigation. Iwill then outline some.
of the swatting calls that were overt acts committed in furtiierance of the charged conspiracy. In
particular, I will detail three swatting events.that took place in the East;:m District of Virginia,
including the swatting of Old Dominion UniVersity, the Alfred Street Baptist Church in Old Town
Alexandria, and a Cabinet official livihg in Northern Virginia. I will then présent evidence that
DENTON joined the conspiracy and was familiar with how the conspirators chose and swatted
targets. 1 will.explain that DENTON was angry at several journalists and ultimately asked a co-
conspirator to swat a journalist living in Northern Califolrnia‘. DENT‘ON was on the sWaﬁmg call

when it was perpetrated and admitted to an undercover law enforcement officer that he swatted the

journalist.
Definitions
6. The Onion Router, also known as “TOR,” is an opeﬁ—source publicly available

software that enables anohymous activity on the internet. TOR operates on the part of the internet

that cannot be accessed using traditional internet browsers such as Google or Bing. This area of the
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internet is sometimes called the “dark web” or “dark net.” TOR directs traffic through a worldwide
network of computers to conceal a user’s true geographic location and online activity. The TOR
network makeé it possible for users to operate websites in a manner that conceals the true internet
protocol (“IP”) addrésses of the computers that hoSt the websites. TOR identiﬁes these websites as
“hidden services.” Like other websites, hidden sérvices are hosted on computer servers that
communicate through IP addresses.

7. An Internet Relay Chat (“IRC”) is similar to an intlernet chat room in that it allows for
both one-on-one and group éo‘mmuhication discussion in “forums,” also_knoWn as “chaﬁnels.” An
IRC is hosted on a server. Individual participants or “clients” connectAto thé server in order to
transfer c%ommunications in the form of text to other clients connected to the server.

8. Discord owns and operates a ﬁee-éqcess, all-in-one, voice and text chat application
and website of the sanﬁe name that can be accessed at http://www.discordapp.com. In order to use
Discord, a user creates an account and uses the account to communicate with other Discord users.
There are different features a user can access on Discord. Discord users can exchange private
messages between users — i.e., messages that do not appear in any text -channel, but are revealed
only to the uéers participating in the private cornn‘xunication,v participate in text chat room
discussions, and voice chat. Discord users can also create “servers” that are similar to meséage
boards that can only be accessed by users Who have an “invitation liﬁk.” Within these servers, users
can set up" different “text channels,” where ﬁsers can type written text, upload files under eight
megabytes, and record these cominunicétions. Additionally, within these .serversv, users can be
categorized and given design_ated roles. Such categorization and designation provides users with

different levels of access to the server.




9. “Swaﬁing” is a harassment tactic that involves deceiving dispatchers into believing
that a person or persons are in imminent danger of death or bodily harm and causing the dispatchers
to send police and emergency services to an unwitting third party’s residential address.

10.  “Doxxing” is a harassment tactic that involves researching and publishing personally
identifiable information (“PII”) about an individual, such as the person's date of birth, address,
telebhone number, or other unique identiﬁers, on the internet. PII can be obtained in a variety of
- ways, bofh legal and illegal.

PROBABLE CAUSE

A. Overview of the Conspiracy and DENTON’s Role in the Conspiracy

~11. Inthis section, I will prévide a brief overview of the conspiracy, including its objects
and ways, manners, and means. The statements iﬁcluded in this section will be supported by
evidence in the remainder of this affidavit.

- 12, This éonspiracy began in the fall of 2018. At that time, John William Kirby Kelley
(“Kelley”) began hosﬁng the Deadnet IRC channel, also known by the moniker “#Graveyard,” on the
Clearnet. The Clearnet refers to the traditional World Wide Web that is acceséible through Google,
another search engine, and by typing in the domain. Kelley is currently charged via criminal
complaint in the Eastern District of Virgirﬁa with conspirécy to commit an offense against the United
States; to wit, interstate threats to injure, in violation of Title 18, United States Code, Section 875(c),
all in Viol‘ation‘ of Title 18, United States Code Section 371 (1:19-mj-4).

13. ThlS Deadnet IRC channel became a gathering point for a group of conspirators, who
plotted and conducted swafting calls together. For pur,poses of this complaint, I will regularly refer

to Kelley, Co-Conspirator 1, Co-Conspirator 2, Individual 1, and DENTON. However, there were
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many other co-conspirators.

14.  DENTON was one of the leaders of the Atomwaffen Division in Texas. Atomwafbfen'
~ Division is a white supremacist organization that is present across the United States and in some
other countries.. He currently resides in Te>;as. |

15.  Kelley Was a student at Old Dominion University ‘in Notfolk, Virginia. Pfior’ to his
ar_rest,‘ he resided in Northern Virginia. ‘

16.  Co-Conspirator 1 is a foreign national, who lives-outside the United States.

17. Co-Consﬁirator 2 is a_foreign national, Who lives outside the United States.

18. Individual 1 isa U.S. citizen and livés outside the Eastern District of 4Virginia. H¢ is
currently chafged by state authorities for his role in this offense.

19.  The swatting events discussed in this afﬁdavif took place between November.201 8
and February 201 9. There were swatting events both before and after the swatting events dis’éussed
in this affidavit. -

'20.  During the c_ourse- of the cqnspiracy, DENTON, Kelley, Co-Consﬁiratbr 1, Co-
Conspirator 2, Individual 1, and many others regu'iarly took p;n't in chats on the Deadnet IRC
channel. The conspifators would meet in this channel to conduct swatting. |

21 Co-ConSpirator 1 and 2 were th¢ most prolific swaﬁeré. Co-Conspiratpr 1 and 2
asked oth(%r co-conspirators in the D@adnet IRC channel to propose swatting targets. Co;Conspirator
‘1 and 2 ;[hen chose from thé options presented to therﬁ by the conspirators. Once, Co-Conspirator 1
and 2 chose a target, the conspirators would then use the Mumble application to listen to the swatting
call in real time. Mumble is an open source Voice over Internet Protocol (“VoIP*’) communication

tool.” Simply stated, Mumble is a conference call application. Mumble also employs encryption for
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user privacy. Other co-conspirators, including DENTON, have also admitted to conduéting the
swatting calls.

22.  Co-Conspirators chose targets for different reasons. For instance, some conspirators
proposed swatting individuals who were live streaming their activities. These targets were chosen
because conspirators wanted to watch the law enforcement response to the threatening phone calls.
Other cohspirators, including Individual 1 and DENTON, chose targets because they were motivated
by racial animus. These are but ayfew of the reaéons why targets were chosen.

23.  DENTON joined the Deadnet IRC channel no later than October 2018. DENTON did
not usually post in the IRC channel; instead, DENTON chose to engage in direct messaging with
conspirators. However, DENTON was regularly in the IRC channel when swatting calls were
conducted. DENTON also used Mumbile to listen to swatting calls planned and executéd through tﬁe
IRC channel. |

24. DENTON chose at least two targets to swat — the New York City Office of
ProPublica, which is non-profit newsroom that produces investigative journalism, and an individual
(the “Victim”), who is an investigative journalist that produced materials for ProPublica. AsIwill
explain below, DENTON was furious with ProPublica and the Victim because they published his
true identity and discussed his role in Atomwaffen.

25.  AsIwill detail below, DENTON unknowingly met with an undercover FBI special
agent. During this meeting, DENTON told the undercover officer about his role in the charged
conspiracy. He described using the IRC channel to swat victims. DENTON stated that he used a
voice changer when he made swatting calls. DENTON admitted that he swatted the offices of

ProPublica and the Victim. He also used the real moniker of Co-Conspirator 1. DENTON went so
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far as to state that it would be good if he was “raided” for the swatting because it would be viewed as
a top tier crime. DENTON felt that his arrest could benefit Atomwaffen Division.

26.  Inorder to avoid detection, the conspirators used VoIP. The VolP calls were made
using Google Voice with email accounts kaseybaby99.s@gmail.com, jhulxo1000@gmail.com, and
* other email address‘es. Importantly, the swatting calls DENTON chose to execute — inparticuléu‘, the
swatting of ProPublica and the Victim, are linked to the same accounts that were used to swat targets
in the Eastern District of Virginia.

B. Background on the Investigation

27.  This investigation began when conspirators swatted a Cabinet official, who was a
United States Secret Service ‘(“USSS”) protectee and living in Northern Virginia, within the Eastern
District of Virginia. USSS agents quickly connected this swatting event to a swatting event at Old
Dominion University (“ODU”) in Norfolk, Virginia, also within the Eastern District of Virginia. Old
Dominion University Police Department (“ODUPD”) received a swatting call from an unknown
number on November 29, 2018. ODUPD contacted the FBI for assistance in analyzing the forensic
evidence in the case.

28. | During the course of this investigation, law enforcement connected the swatting of the
Cabinet official and ODU to a number of other swatting calls. As I will explain bélow, there is
probable cause to believe that the ODU swatting call and the swatting call of the Cabinet official
were perpetrated by individuals conspiring together on two dark web sites. The Deadnet IRC
channel, also known by the moniker ‘“#Graveyard,” was used by the conspirators to communicate
about swatting calls taking place. The conspirators po.sted internet links to live videos of swatting

events. The conspirators also posted past swatting events for entertainment and bragging. The
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conspirators selected high profile targets including government officials, executives, and joumalists.
- Individuals streaming live videos were also tai'geted bécau'se the conspirators wanted to see how law
enforcement responded to the swat calls, Some of the consﬁirators also appeared to share racist
views, with particular antipé;[hy for African Americans and Jewish ;;éople. As I'will explain Below,
‘thev conspirators targeted the Alfred Street Baptist Church, which is a predominately Afriéan
American church in Old Town Alexandria, Virginia.

29. The conspirators also maintained a second dark web site known as DoxBin. The site
‘Was a repository of the PII of potential and past swatting targets. The éonspirators indicated on
DoxBin that an individual had been swatted by placing a gun symbol next to the name of the person
swafted. The DoxBin website primarily targeted government ofﬁcials, executives, and journalists.

30. The cdnspirators conduéted hundredé of swatting calls across the United States,
Canada, and the United Kingdom. The conspirators were able td conceal their true identity by. using
VoIP. The VoIP calls were | made USiﬁg Godgle Voice with email accounts
kaseybaby99.s@gmail.com, jhulxo1000@gmail.com, and other email addresses. In setting up these
.accounts, the conspirators used information not readily attr_ibut'able to the conspirators. Google
lq gged the calls f)laced by many of the accounts used for swatting calls. The accounts required an
email and password to access the accounts, which limited who could use the aoéqunts.

31. . Law enforcement have determined that hundreds of swatting calls are related for a
number of reasons; (1) the use of email addresses which included thé moniker “kasey” and “kayla”;-
(2) discussions the conspirators had in the IRC chat where they claimed credit for the calls and
discussed somé of the swatting events in real time; and (3) the controlled access to the Google Voice

accounts used to make the calls.




32. Law enforcement have determined that the primary voices on the swatting calls
belohg to two of the éo—conspirators (“Co-Conspiratbr 1" and “Co-Conspirator 2”), who are foreign
nationais liVing outside the United States. Co-Cénspirator 2 also hosted the dark web sites Deadnet
IRC and DoxBin, which, as I explained above, conspirators used fo discuss the swatting calls.
DENTON used the monikér “Rape” and “Tonnentor’; on Déadnét IRC when he participated and
identified targets to swat. | | |

C. The Swatting of Old Dominion University in Norfolk, Virginia

33.  During the course of this investigation, law enforcement learned that the Dea;dnef IRC
| channels in question were setup not to retain chat logs. Law enforcement learned that some past
- participants in the IRC chose to retain chat logs, and some.partvicipants provicied these chat_iogs to
law enforcement. The chat logs cover a substantial period of the consbiracy; however, the chat logs
are incomplete and do not cover the entire period.
34, Based.upon areview of the IRC chat logs, I submit fhere is probable cause to believe
.that individuals using thé moniker “Co-Conspirator 1,” “Co-Conspirator 2,” and “carl,” among
others have conspired to issue numerous fhreats to injure in the United States, including in the
Eastern District of Virginia. v“Co.—Consbirator 1” and “Co-Conspirator 2” wete not the actuai
monikers used; rather, I‘ have changed the monikers in an effort to protect the ongoing investigation.
Below, I Will detail some Qf the IRC chat lbgs that provide an overview of the conspiracy and
establish that the swatting of Old Dominion University was an overt act in furtherance of this
conspiracy.
| . 35. Kelley used the online moniker “carl.” Law enforcément learned that Kelley was the

moderator that established the original Deadnet IRC channel on the Clearnet. The conspirators used
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this channel to conduct swatting.

"36. Onor about November 4, 2018, Kelley participated in the Deadnet IRC channel. In
the IRC channel, Kelley used the nioniker “carl.” I know Kelley used this nioniker because Kelley
recorded a video and referred to himself as “carl.” In the Video, Kelley discussed how he came to
use the moniker “carl.” Kelley stored the Videe on his 500 GB Seagate hard drive, which law
enforcement later searched pursuant to a search warrant, Further, Individnal 1, who is ’one of
Kelley’s conspirators and friends, informed law enforcement that Kelley used the moniker “carl’f on
the Deadnet IRC.

37.  Individual | 1 has met Kelley in person. Individual 1 is-cooperating with law
enforcement and he is currently charged by state authorities. His charges arise out of his role in the
vswatting conspiracy. Individual 1 is cooperating because he hopes that the state authorities will
dismiss his charges. During his first interview with law enforcement, Individual 1 minimized his

| role and the role of others in the swatting conspiracy. HoWever, Individual 1 has been more
forthcoming in subsequent interviews." I believe the information that Individual 1 has provided is
credible because I have corroberated much of his information through areview of the IRC chat logs,
and wiﬂi other information obteine'd during the couise of the investigation.

38. After reviewing IRC chat logs, law enforcement identified a number of conversations
where participants in theIRC channel were coordineting and condncting swatting calis. On multiple
occasions Co-Conspiraior 1 asked the participants to identify new swatting targets, as detailed in the

 below ‘conversétion, which took place on November 4, 2018.
[16:05] <Co-Conspirator 1> find another target

[16:05] <Co-Conspirator 1> find another target
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[16:05] <C0—Conspira’§or 1> find another target.
[16:08] <~Zim> who did you swat |
[16: 11] <~GLITCH> niggers
[16:11] <Co-Conspirator 1> nothing yet |
A [16:11] <C0-Coﬁspirator 1> ive got a target though
[16:11] <C6-Conspirator .1 > https ://Www.youtube.conl/watch?V#SUSrYUd—j 30
[16:1 1] <Co-ConSpiratof 1> vape store

39.  Basedonmy fraining, experience, and knowlédge of this in{/esti gation, | beli.eve Co-
Consbirator 1is rhaking a request of everyone on the Déadnet IRC to identify a target to conduct
swatting calls against. The group’s neo-Nazi ideology is apparent in the racial tones throughout the
conversation logs. Prior to this conversation, Kelley left the IRC channel and dici not see the request
from Co-Consi)iratdr 1 to identify swatting targets.

40.  Kelley returned to the GraVeyard channel nearly two hours after‘Co—Conspi;ator 1
requested new targets on November 4, 2018, and without prompting provided a live streaming Video
feed to farget for swatting calls. |

[18:02] Il 04~carll > back

[18:02] Il 04~carll > go;[ new flavors

[18:02] <t+saevyl> héy' carl [Co-Conspirator 1] is swatting
[18:02] <l 04~carll > for vmy dragonl dick -
[18:02] <1l 04~carll > for real?

| [18:02] <t+saevyl> byep

[18:02] <0l 04~carll > is he in mumble
| 11




[18:02] < 04~carll > loldongs

[18:02] <+saevyl> just “shot his gf with an ar15”
[18:02] <+saevyl> https://www.youtube.com/watch?v=HPD05-KwZbl
[18:02] <l 04~carll > fucing legend

[18:02] < 04~carll > what mumble

[18:02] <Co-Conspirator 1> just told them to get back
[18:03] <Co-Conspirator 1> or else i kill the kids |
[18:03] <l 0O4~carll > what

[18:03] <l 04~carll > mumbleR

- [18:03] <0l 04~carll > mulﬁble

[18:03] <Co-Conspirator 1> im not in one

| [18:03] O4~carl|j > OO0F

[18:03] <+saevyl> can I stream mumble through vlc?
[18:03] <&zheme> hey carl

[18:03] <+saevyl> does it work like that?

[18:03] <l 04~carll > get in mumble, it will be funnier
[18:03] <l 04~carlll > sup zheme .

[18:03] <& zheme > what falvor

[18:03] <& zheme > for ur vape

[18:03] <l 04~carlll > uhh

[18:03] <l 04~carll > give me a min

[18:04] <Co-Conspirator 1> ambulance loldongs
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[18:05] <l 04~carll > https://www.youtube.com/watch?v=pQuZfOaczgw
[18:05] <1l 04~carlll > next target |

41.  Based on my training, experience, and knowledge of this investigation, I believe
Kelley provided a YouTube iink above and identified the link as the next swatting target. The
YouTube link was a live video stream of the First Reformed Church of Schenectady in New York
State. The co-conspirators targeted live video streams so they could view the swat response as it
occurred. It is important to note Kelley was not present for the request from Co-Conspirator 1 to
identify targets. Instead, it appears that Kelley made the effort to search YouTube, identify the
target, and then offer it to his co-conspirators without prompting.

42.  Asthe swatting call progressed on November 4, 2018, the group struggled to provide
live audio of the swatting call. Kelley offered to help troubleshoot the issue. Once the audio was
restored, Kelley asked if it was too early to record the call without being detected.

[19:69] <~Co-Conspirator 1> can u hear the beep
[19:09] <~Zim> heard a beep. |
[19:09] <@wil > mumble address?

[19:09] <~Zim> ye

[19:09] <@wil_> cam?

[19:09] <~ Co-Conspirator 1> okay finally
[19:09] <~ Co-Conspirator 1> it was windows
[19:09] <~Zim> loldongs

[19:09] <~ Co—Conspirater 1> privacy settings

[19:10] <~Zim> what is the beep
13




[19:10] <~ Co-Conspirator 1> phone line
[19:10] <] 04~carll > ah | |
[19:10] <~ Co-Conspirator 1> he’ll talk soon
[19:10] <] 04~carll >thought it was my song
[19:10] <~Zim> hi dave
[19:10] < _04v~carl[]> > WERE HERE TO .HELP‘YOU '
[19:10] <~Zim$ dave is a professional negotiator
[19:10] <0 04~carll > can I start recording
[19:10] <0 04~carll > or Wiﬂ it pick that up
[19:10] <~Zim> do it '
[19: 1‘0] <~7Zim> “as long as needed”
[19:11] <~ Co-Conspirator 1> record
- [19:111 < 04~carll > im going
43, | Based on my training, experience,. and knowledge of the inveétigatioﬁ, the co-
cohspirators inthe abov_e chat are struggling with technical issues while attempting to share the audio
| of the swatting call. Kelley in capital letters reaffirms that the co—conspi_ratofs on the call are all
- willing to help Co-Conspirator 1, \.NhO is the voice of the swatfiﬁg call. Kelley continued to engage
by recording the call. Thisis éigniﬁcant bgcauée the cails are often postéd online for others to view;
thus creating a following for the swatting calls and helping to promote the group’s neo-Nazi agenda.
44,  After the swatting céll ended, Kelley offered another target for the following day.
| Kelley offered Old Dominion University (“ODU”), which \;vas the university that he was attending,

as a potential target to call. Co-Conspirator 1 asked for Kelley’s .edu email in order to establish a

14




Facebook account. The following conversation élso took place on November 4, 2018.
[20:02] <l 04~carll > do my college tomorrow
[20‘:04] <~ Co-Conspirator 1> maybe
[20:04] <~ Co-Conspirator 1> carl
[20:04] <&>zheme > sam woodwards hearing is oﬁ the 9th
~ [20:04] <~ Co-Conspirator 1> do u know the login for the edu email u have
[20:06] I 04~carll > yeah |
[20:06] <0l O4~carll > its in my old dm -
[20:06] <0 04~carll > Isec |
[20:06] <~ Co-Conspirator 1> use it to make a facebook accoﬁnt
[20:06] <~ Co-Conspirator 1> then send me the login for the fb account
[20;06] <~ Co-Conspirator 1> so i can dox younow
' [20:07] <l 04~carlll > can you just uhh
[20:07]1 <1l 04~carll > use a temp email
[20:07] <0 O4fcarl|] > use mine
. [20:Q7] <~ Co-Conspirator 1> no
[20:08] <@wil> who tfis younow
[20:08] <1 04~carll > why do you need an edu
[20:68] <~ Co-Conspirator 1> becéuse it will pass sms verification.
[20:08] < 04Nca£1ﬂ > oh alright |
| 45. Based on my training, experience, and knowledge of the _investigatidn, Kelley in the

above chat is offering his university, ODU, as a swatting target. The following conversation and

15




requests from Co-Coﬁspirator 1 focus on anonymously making the swatting call. Additionally,
“zhéme” reminds the co;conspirators about a court healipg in the Sam Woodward murder case; Law
enfotcement believe Sam Wobdwérd 1s associated with Atomwaffen Division, which is an extremist
neo-Nazi group. Investigators beiiéve Sam Woodward’s anti-Semitic views, in part, motivated him
to commit murder. Kelley and other éo-éonspirators are affiliated with or have e)ipressed sympathy
for AtomWaffen Division.
46.  On November 6, 2018, Kelley reminded particbipahts on the IRC channel about

swatting his college the next day in» order to avoid class.

[04:43] <1l 04~carll > fucking lmaéooooooo

[04:43] <1l 02~slimeboxll > fer reals

[04:43] <0 02~slirﬁebox|] > they are pist

[04:43] <0 02~slimebox] >929190

[04:43] €+Zim_> Yeah they are

[04:43] < v04~car1|.] >.g_ood job [Co-Conspirator 1]

[04:43] <+Zim_> angy

[04:43] <0 02~slimebox]l > he dun it hard

[04:44] <0 04~carlll > htt}“)s://my.mix;tape.moe/hrtzps.png

[04:44] <1 04~carll > hopefully we get a better crew next time

[04:44] <] 02~slimeboxl > whole town shut down, the citizens all shook an scurrd

- now
[04:44] O4~§arl|] > this was the best by far tho

[04:44] <0 04~carll > AHAHHAHAHHA
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[04:44] <+Zim_> This was hilarious yeah
[04:44] <I 04~carll > norfolk next, I dont want fo goté class on wed
[04:44] <0 02~slimebox]l > ok saving it

47.  Based on my training, exﬁerience, and knéwledge of the investigation, Keiley in the
above chat is reminding the co-conspirators about his college as a future éwatting target. The
conversation about the swatfing event is related to the call made on November 4, 2018, to a vape
shop in New Hope, Pennsylvania. In fesponse to that swatting call, local law enforcement issued a
shelter in place for the small community.

48. On or about November 29, 2018, _af approximately 2:08 a.m., ODUPD recei\}ed a
phoné call from a blocked number. The caller stated they were armed with an AR-15 and had plaéed
multiple pipe bombs within the campus buildings at ODU. The caller disconnected the first call with
ODUPD and called back at 2:26 a.m. -

49,  Atapproximately 4:56 a:m., ODUPD received a phone call from (XXX) XXX-0622.
- During the call, the individual apélogized for making an accidental phone call. The dispatcher then
contacted the investigating officer about »this phone call. ODUPD compared the voice in the
- threatening phone calkl tb the call received at 4:56 a.m. and detérmiﬁed that the two calls wére likely
made by the same individual. ODUPD identified the caller as Kelley using school records provided |
by Kelley, which listed his phone number.

50 In res;l)onse‘ to the swatting call, ODUPD called in ey"ery law enforcement officer in
the depaﬁﬁent. ODUPD contacted the Virginia State Police and the Norfolk Police Department to
Juse their K9 bfﬁcers. .The Norfolk Police Department SWAT Team was put. on standby to ﬁssist

with the response to the threat. ODU was closed and professors were not allowed to return to the
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school. There was a shelter in place issued for the students on campus and students were not allowed
to leave their dorms except to visit the dining facilities. Law enforcement searched and cleared every

building on the ODU campus.

D. IP Addresses Used for the ODU Swatting Call Link it to the Broader
Swatting Conspiracy

51. After the aforemenﬁoned bomb threat was called in to ODUPD on November 29,
2018, and the subsequent phone call by Kelley at approximately 4:56 a.m., ODUPD made an exi geflt
request of Verizon to identify the phone number used to make the bomb threat. Verizon informed
ODUPD the .service provider was Cox Communications. Cox Communications provided the phone

number and associated IP of the calls:

a. 2:08 - 7607058888 1P 69.252.226.123:5060; and
b. 2:26 - 7607058888 IP 69.241.14.218:5060.

52.  Both IP addresses were searched fhrou'gh whois.domaintools.net and returned to
Coméast. Comcast informed ODUPD the phone numbers were associated with Bandwidth.comand
, the phone calls in question merely passed through their servers and did nof originate there.
Bandwidth.com informed ODUPD the phone number in question beloﬁged to Google. Google
informed law enforcement the two phone calls were placed by the Google subscriber over VOIP at

2:08 a.m. and 2:26 a.m. to 7576834000. The Google Subscriber information provided was as

follows:
a. Name: Bob Smitters; and
b. Email: kaseybaby99.s@gmail.com.
53.  The email address is significant because it follows a pattern of other email addresses
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used to conduct swatting events. Examples of the other email addresses are
kaseykaykayxo0@gmail.com, kaseyx02001xo@gmail.com, and jhullxo1000@gmail.com. The
email 'addresses were used to make swatting calls through Google Voice and are linked to the group
by IP addresses used.

54. On December 4, 2018, at approxirﬁately 7:03 a.m., ODUPD received another phone
call from a blocked number on their non-emergency line. During the call, the caller stated he was
located in the Webb Center and that he was in possession of a 9mm Glock and was going to shoot
everyone in the building. The caller either played a prerecorded swatting or played excerpts from the
prior swatting call made to ODU on November 29, 2018.

E. Kelley’s Continued Activities in Furtherance of the Conspiracy

55. On December 5, 2018, the logs from the Deadnet IRC show co-conspirators
discussing Kelley’s contact with law enforcement.
[02:48] <t+saevyl> what happened to carl
[02:48] <+saevyl> did he sleep
[02:48] < 02~slimeboxll > you guys ratted him out on the swat
[02:48] <0 02~slimeboxll > he got busted
[02:49] <~ &> BATTERING RAM
[02:49] <~ &> ‘HJ OLY FUCK ITS GONNA GET REAL
[02:49] <l 02~slimeboxl > shit got seized
© [02:49] <~ > https://www.youtube.com/watch?reload=9&v=90H8iRbXEqk <--
cam

[02:49] <1 02~slimeboxll > hope you guys ar happy
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[02:49] <1l 02~slimebox[ > seil out ur own friend

[02:49] <1l 02~slimebox[ > :/ |

[02:49] <1l 02~slimeboxl > all he ever did was be nice to you
[02:49] <0 O2fslimeboxﬂ > and this is how you repay him
[02:50] < 02~slimeboxl > he probby never getting his stuff bécvk
[02:50] < ‘O2l~slimeboxl] >

[02:51] <+sgevy1> they goin in

[02:52] <ﬂ 02~slimeboxll >u guys still dont even car

Break in IRC Included

[03:05] <~ &> he burnt himself

[03:05] <~slimeb0x> assfaés

[03:05] <~ 8> and we care

[03:05] <~slimebox> ﬁOt what he says

[03:05] <~slimebox> he says u ratted him

[03:05] <~slimebox> he took the fall

[03:06] <~Slimebox> and i believ him

[03:06] <~ &> >ratted

[03:06] <~slimebox> feel sad for u guys

[03:06] <~slimebox> if ur guys

[03:06] <~slimebox> cheCk to see if u got ‘any balls still

[03:06] <~sglimebox> :P
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[03:06] —irc.superjail.érg- **¥* ymode q: & tried to kick you from channel
#graveyard (:P) |

[03:06] <~Co-Conspirator 2? loldongs

Y[O3:O6] * ~slimébox grieves for carl

[03:06] <~§1imebox> '( |

103:06] <~ Co-Conspirator 2> your being a massive faggot
[03:06] <~ &> slimeboi are you a bint |
[03:06] * ~slimebox gets a teardrop fag tat for fallen céfl
[03:07] <~slimebox> k im done

[03:07] <~ Co-Conspirator 2> Carl fucked himseif over
[03;07] * ~slimebox sets mode: -asshol.e slimebox

[03:07] <t+saevyl> how so [Co-Conspirator 2]‘?

© [03:07] <~slimebox> i apologize

[03:07] <+saevyl> hes doing fine

f03 :07] <+saevyl> aside from the bugged apartment
[03:07] <~slimebox> he moqu into a refrigerator box
[03:07] <~ Co-Conspiratio'r 2> he called the campus police
| [03:07] <~ Co;Conspirator 2> not me

[03:07] <~ Co-Conspirator 2> or [Co-Conspirator 1]

A [03:08] <~slim¢box> his toilet is a paint can

[03 :QS] <~slimeb6x> but ya hes ok -

[03:08]} <~slimebox> he s.teals'mcdonalds wifi for internet now
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[03:08] <~ Co-Conspirator 2.> you just said we ratted on carl

56.  Based on my training, experience, and knowledge of the investigation, I believe the
co-conspirators are discussing Kelley’s contact with law enforcement after the ODU swatting took
place. One of the co—conspirafors “slifnebox” is accusing the others in the group of ratting out
Kelley. The response from Co-Conspirator 2 summatizes the view of the co-conspirétors when he
said “Carl fucked himself over.” 1 bélieve this refers to .Kelley’s call to ODUPD after the swatting
call. Wheﬁ Kelley placed this call, he did so without obscuring his identity through the Google
Voice account. “

57. On December 5, 2018, Kelley re-entered the Deadnet IRC. Kelley sought advice from
Co-Conspiratbr 1 on moving the server and using a Virtual Private Network‘ (“VPN”) in the
Netherlands for operational security. A VPN extends a private network across a public network, and
enables users to send and receive data across shared or public networks asif their computing .c‘levices _
were directly connected to the private network. Applications running on a computing device, e.g.a
laptop, -desvktop, smartphone, across a VPN may therefore benefit from the ﬁmctionality, security,
and management of the private network. Encryption is a common, though ﬁot an inherent, part of a
VPN connection. Within a few hours, Kellevaas working to identify new swatting targets for his
co-conspirators. - |

| [03:36] <~carl> slimebox: stop feeding niggas fake info
[03:37] <~ &> ban him
[03:37] <t+saevyl> carl
[03:38] <t+saevyl> 1 understand everything now

[03:38] <t+saevyl> Lion is the final boss of the feds
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[03:38] <+saeyy1>l He’s the fed puppet master
[03:38] <+saevy1} it’s the ultimate twist
t03:39] <+saevyl> I guess thats them extractihg them -
[03:42] <~car1> Imaoo
[O3:42]v<~carl> thats Why his opsec is so good.
[03:43] <+saevyl> You kill all of the feds in the lower levels of the pentagon
[03:43] <+sae§yl> you take the elevator back up to the war room |
[03:43] <+saevyl> you knéw the one from Doctof Strangelove
[03:43] <~car]> never watched it
[03:4‘3] <+saevyl> nigger what -
[03:43] <~carl> [Co-Conspirator 1]
[03:43] <~carl> is .nl a good country for vpns and shit
[03:43] <+saevyl> its 70 years old how have you never seen it
[03:43] <~carl> thinking of dumping this servér and getting one therf;
[03:44] <~car]> because im gay |
- Break in IRC Included
[07:48] <~carl> mornin
, [07:48] <~carl> slimeBox: what u"up to
[07:56] <~Swattedv> carl
[08:02] <~carl> sup
[08:03] <~carl> Swattedv':

[08:03] <~Swattedv> i need a cam
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[08:03] <~Swattedv'> hélp me find a target carl

[08:04] <~carl> kk

[08:04] <~carl> u ever look into that shodan livemap?

| [08:04] <~car]> thought it was a bundle of shit tbh
58.  Based on my training, expetience, and knowledge of the investigation, I believe
Kelley returned to the Deadnet IRC for the first time since his contact with ODUPD following the
swatting call. Kelley’s first communication with Co-Conspirator 1 is to determine a country that'
provides greater anonymity online. Kelley specifically asked if the Netherlands would be a good
place for a virtual private network to obscure his true identity. Later in the samé conversation,
Kelley engaged in a conversation about identifying live video feeds to target. Shodan, a website
showing unsecured video feeds, was specifically mentioned. I also note that the co-conspirators
continue to use demeaning racial language.
59. Onor about December 10, 2018, the co-conspirators on the Deadnet IRC harassed

Kelley for swatting ODU.

[18:12] <~Zim> First step, DON’T BOMB THREAT YOUR OWN SCHOOL

[18:12] <~Zim> you hear that carl |

[18:12] <~Zim> >:(

[18:i3] <+ #® > carl u dummy

[18:13] <@zovix> carl

[18:13] ‘* +Boruvkov has quit IRC (Read error)

[18:14] <~ Co-Conspirator 2> Rule #1 If you call in a bomb threat to your own

school, make sure you tell the school it was you.
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60.  Based on my training, experience, and knowledge of the investigation, I believe the
co-conspirators are harassing Kelley because he identified his own university as a swatting target.

F. Additional SWatting Calls in the Eastern District of Virginia that are
Connected to this Conspiracy

61. On or about November 3, 2018, the Alexandria Police ‘Department (“APD”)
responded to a bomb threat made against the Alfred Street Baptist Church, which is located in
Alexandria, Virginia, within the Eastern District of Virginia.

62.  On November 3, 2018, at approximately 7:02 p.m., a caller used a blocked phone
number to contact the Department of Emergency Communications (DEC) non-emergency
vadm.inistrative line. The caller identified himself as “George” and advised that he placed three pipe
bombs at the Alfred Street Baptist Church and was going to “biow itup.” The caller stated the word
“shooting” and that the caller was going to kill everyone at the church. Additionally, the caller
advised he had control over the bombs and would not specify their location. The call taker from
APD determined the caller sounded muffled and out of breath during the conversation. The call
taker also advised it sounded like a middle aged, white male with a Hispanic accent.

63.  APDresponded to Alfred Street Baptist Church and set up a perimeter, evacuated its
occupants, and used K9 units to sweep the interior and exterior of the building, The explosive sweep
produced negative results and APD cleared the scene. After determining this was a false bomb
threat, APD opened an investigation.

64.  During the course of the investigation, APD obtained records from Verizon indiéating
phbne number XXX-XXX-8888 called DEC at 7:02 p.m. on November 3,2018. According to a law

enforcement database, this number returns to Bandwidth. Further investigation revealed the
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telephone number is a VoIP number and all subscriber information would be available through the

wholesale customer, Google Inc.

65 ~ Google informed APD the Google email account kaseybaby99.s@gmail.com made
the VoIP call to DEC. Tliis is the same Google account used to make the swatting call against ODU.
- 66, On January 27, 2019, at approximately 2:44 a.m., an individual called the APD non-
emergency line and provided an address belonging to a Cabinet official and USSS protectee. The
caller stated he had an AR-15, had shot and killed his girlfriend, had her two children tied up in the
laundry room and he would kill them if he did not speak to the hostage negotiator, and that he had a
pipe bomb that he would detonate. The caller’s voice is muffled and sounds as ifhe is out of breath.
67. ‘ The APD contacted the USSS, who informed the APD that these events had not taken

place and that there was no need to respond to the Cabinet official’s home. |
68.  During the course of the investigation, APD obtained records from Verizon indicating
phone number XXX-XXX-8888 called DEC at 2:44 a.m. on January 27, 2019. According to a law
| enforcement database, this number returns to Bandwidth. Furt‘her investigation revealed the
' telephone number is a VoIP number and ali subecriber information izvould be available through the

wholesale customer, Google Inc.

69. Google informed APD the Google email account jhullxo1000@) email.com made the

VoIP call to DEC.

70.  IP addresses accessing kaseybab}i99.s@gmail.com and jhullxo@gmail.com also
accessed personal email accounts shown to‘pay for the dark web server supporting the iridden service
D'oxB.in.. During the time of the Alfred Street Baptist Church swatting oall, Co;Conspirator 1 was

logged into the kaseybaby99.s@gmail.com account using IP Address 46.246.12.44. Co-Conspirator
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1 was also logged into the Deadnet IRC channe] using the same IP address. -

71.  Based on my training and experience, [P addresses are a'uinque identifier of internet
ancess point at a point in time. Co-Conspirator 1 using the saﬁe_ P addrcsé on two sites at the same
point 1n time confirms that he was the voice on the Alfred Street Church swatting. Further,
Individual 1 conﬁrméd that he selected the Alfred Street Church becauée ithas an African American
church. | Individual 1 explained that he and the other co-conspirators are white supremacists and are
sympathetic to the neo-Nazi movement: Individual 1 confirmed thnt Co-Conspirator 1 was the voice
on the cél]. The same Google Voice number .XXX-XXX-8888 was used to place the swatting calls _

“to ODU, the Cabinet official, and countless other swatting victims. The email accounts used to make
the calls had passwords limiting who would be able to access the accounts.

72. Finally, according to Individual 1, Kelley continued to take part in the IRC chats at
least until law enforcement approached Individual 1 in April 2019. After this date, Individual 1
could no longer access the internet because his electronics were seized during fhe execution of a
court-authorized search warrant.

73. Thnre is no evidence that Kelley at any point took sfeps to withdraw from the
conspiracy. v- ,

G. Denton’s Use of the Moniker “Rape” in the # Graveyard IRC Channel and _
Overt Acts in Furtherance of a Conspiracy to make Threats to Injure

74, According to Individual 1, he met DENTON on a'Di‘scord channel, where DENTON
was a moderator. Discussion in the channél was focused on the group’s white supremacist views.
DENTON is one of the founding members of Atomwaffen Division, which is a neo-Nazi

organization that has been linked to several violent acts, including murder. DENTON encouraged
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Individual 1 to join Atomwaffen Division when he turned 18 years old. Individual 1 learned about
Siege, which is a book written by neo-Nazi James Mason. James Mason joined the channel on
mulﬁple occasions to offer the group encouragement in pursuing heo-Nazi aptivities and views.
DENTON expected channel participants to join the channel when James Mason spoke to the group.
Individual 1 also read the bomb making manuals posted on the channel by moderators and members.
75.  When the lead moderator left the channel, Individual 1 began engaging with
DENTON on a more personal level. Individual 1 spent several hours a week communicating with
DENTON through Discord and other applications. .'Individuél lbknew DENTON to use the monikers
~“Rape,” .and “Tormentor.” Individual 1 learned DENTON’s true identity after a ProPublica arﬁcle
'_ published it. DENTON acknowledged to Individual 1 that he was the person named in the article.

76.  After Discord chat logs were shared with | journalists, Individual 1 and the group
attempted to find a more secure form of communication. A friend of Individual 71, who used the
moniker “Lion,” encouraged Individual 1 to transition their communications to the Deadnet IRC to
avoid law enforcement attention. Individual 1 invited DENTON and other Atomwaffen members to
communicate on the Deadnet IRC. The Deadnet IRC became a gathering place for swatting activity
and expressions of white supremaqist neo-Nazi views. This is the sémge channel where the swatting
events sef forth above were planned. -

77. | Below is an excerpt from the Deédnet IRC on December 7, 2018, where participants
are discussing DENTON, who used the moniker Rape. Both individual 1 and ‘another conspirator
have stated that DENTON used Rape as his online moniker. In the comments below, DENTON’s
job appears to be associated with funerals. | |

[12:34] <tsaevyl> also zheme wheres rape at
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- [1'2:34] <t+saevyl> I havent seen him in like 2 weeks now

[12:34] <~Zheme> hes busy at work

[12:34] <~Zheme§ they make him wake up at 5 am

[12:34] <~Zheme> dumb funerals

’[12:35] <+saevyl> Its annoying to go on furafﬁﬁjty to look for cool nazi furry shit
[12:35] <+saevy1>‘ and seeing a bunch of autistic liké “Nazi .furs fuck oﬁ” posters
[12:35] <tsaevyl> why can't nazis and furries just live in peace

[12:35] <+saevyl> A(

- [12:36] <~Zheme> nazi furs fuck off LMAOOO

[12:3‘6] <~Zheme> Thats a reference to a fucking gas ass punk song

[12:36] <~Zheme> and that punk song literally sucks

[12:36] <+saevyl> Yeah, T know it is

[12:36] <~Zheme> rape is rétarded and doesnt think that it means “nazis suck”
‘[12:36] <+saevyl> what does he think it means?

[12:37] <~Zheme> he thinks it just means nazis at shows who fight

‘[12:37] <~Zheme> though 'no one but him thinks that

[12:39] <~Zheme> onelof the things i.disagree with h1m with

'[12:39] <~Zheme> he used to be a skinhead

[12:40] <tsaevyl> I disagree with him not‘being a snow leopard

[12:41] %~Zheme> he is'th<‘)ugh

[12:41] <~Zheme> wanna piss him off?

[12:41] <tsaevyl> sure
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[12:41] <~Zheme> ill make something real quick
[12:42] <+saevyl> a drawing of snow leopard rape?
[12:42] <~Zheme> yes
[12:42] <+saevyl> can u draw?
'[12:45] <~Zheme> no
[12:45] <+saevyl> fug
78.  Based on my training, experience, and knowledge of the investigation, the participants
appear to know personal details about DENTON and his employment in a mortuary. He is referred
to as “Rape” in the chat; however, the participants appear to know who DENTON is. Further, law
enforcement have confirmed that DENTON did work at a mortuary.
79. F ﬁrther, according to my review of the chat logs, the online moniker Rape was present
when several swatting events were planned on the IRC Deadnet. According to Individual 1,
DENTON also joined Mumble calls during several of the swatting events. Mumble is an open
source VoIP commurﬁcation tool. Simply stated, Mumble is a conference call application. Mumble
also employs encryption for user privacy. The conépirators used Mumble during swatting calls, so
that they could hear the calls to law enforcement live as one of the conspirators actually made the
call. Thus, DENTON was aware of how the co-conspirators planned and executed the swatting calls.
80.  Belowis an excerpt from the Deadnet IRC on November 18, 201 8, where participants
are conducting swatting calls. Kelley invites a participant, saevyl, into a Mumble céll.
[22:01] <l 04~carlll > hi saevyl
[22:01] <l 04~carlll > want to join mumble?

[22:02] <~Co-Conspirator 2> https://Www.youtube.com]watch?v=cY7k4pLoQ SY
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[22:02] <+saevyl> yeah, I can, but my audio will be shitty

[22:02] <+saevyl> let me set up my noise filter

[22:02] <l 02~slimebawxl > everybodys doin it, SEADOOOO

[22:05] <1l 02~slimebawxll > i keep hearin help in thé backgrouhd

[22:05] <l 02~slimebawxll > ya well i keep hearin, 39.95 PLEASE’

[22:05] <0 02~slimebawxll > FLOYD AR U HEAR

[22:06] <tsaevyl> damn why do all of you people have such good mic quality
[22:06] <+saevyl> its not fair smh

[22:06] <l 02~slimebawxll > ghost hunting relies on BAD MIC QUALITY
[22:07] <t+saevyl> mics muted while I try to make sure audio filter works

[22:07] <t+saevyl> its unbearable with the noise

[22:08] <~ Co-Conspirator 2> htfps://WWW.youtube.com/watch?v=thWtTwaZeo

[22:09] <+saevyl> he's right, im not a physical entity, just a manifestation
[22:10] <~ Co-Conspirator 2> thanks for the hookup [Co-Conspirator 1]
[22:11] <~ Co-Conspirator 2> drink all the booz

[22:11] <~ Co-Conspirator 2> fish and the things

[22:11] <~ ‘Co—Conspirator 2> i'm fucked

[22:11] <~ Co-Conspirator 2> i took a sleeprr

[22:12] <~ C.o—Conspirator 2> gn fags

[22:12] <~ Co-Conspirator 2> swat again tomorrow

[22:13] <t+saevyl> rip

[22:15] <~ Co-Conspirator 2> gn all
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0 02[22:16] * Quits: ~ Co-Conspirator 2 ([Co-Conspirator 2] |
@stop.it.fbi.im.kinda.‘a.nice. guyll ) (Quit: Leaving] )
[22:17] * Quits: ~ Co-Conspir-ator 1 ([Co-Conspirator lj@my.botnet.is.betterﬂ )
(Ping timeout: 180 secondsll ) | | o
[22:18]l * Joins: Co-Conspirator 1 ([Co-Conspirator
1]@2006F667:208A74l 1.E79FF8D4:IP)
[22:18] * géorge sets mode: +v Co-Conspirator 1
[22:19] <0 04~carll > https:/botgod.yt/u/pjjn2j.jpg
| , [22:22] < 02~slimeba§vxl] > 1 LOVE NOM NOMS AND I CANNOT LIE
[22:23] <0 02~slimebawxl > fag swat
[22:23] <0 02~slimebawxll > SWAG FATS
[22:25] <+ Co—Conspifator. 1> bint said she will fuck me if i buy her bboze
[22:25] <+ Co-Conspirator 1> wat
[22:25] <+ Co-Conspirator 1> fuck off
[22;25] <+ Co-Conspirator 1> ill just rape her with no b‘ooze‘ “
[22:27] <0 02~slimebawxl > RAPE RAPREE
| [22:27] I 02~slimebawxll > take one for the fat team
[22:28] <+ Co-Conspirator 1> that is so grimy
[22:28] <+ Co-Conspirator 1> she prob said thaf to everyone Imao
[22:47] * Quits: + Co-Conspirator 1 ([Co-Conspirator 1]
@2006F 667:208A7411:E79FF8D4:IP] ) (Ping timeout: 180 secondsll )

[22:48] * Joins: Co-Conspirator 1 ([Co-Conspirator 1]
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@2006F667:208A7411 :E79FF8D4:1P)
| [22:48j * george sets mode: +v Co-Conspirator. 1

[22:59] * Joins: pellegti (pellegri@ BAWX-BC3E82D0.brinstar.org)

[22:59] * george sets mode: +o pellegri

[23:03] <+zheme> h

[23:03] <@pellegri> h

[23:24] <t+saevyl> https://. store.Vilous.net/collectidns/dakimakuré—
covers/products/preorder-kadd-dakimakura-cover-adult-naked

[23:28] * Joins: GLITCH (GLITCH@JIDF.il)

[23:28] * george sets mode: +qo GLITCH GLITCH

[23:35] <+ Co-Conspirator 1> https://Www.youtube.com/watch’év=WjdTilr-yRQ
Rob Ford crack video released | |

[23:36] * Quits: +zheme (zheme@BAWX-

ADF110E5 .shincmtcOl.res.dyn.suddenlink.netl] ) (Quit: Lost terminall )

[23 :‘43] <+saevyl> Iq 84 | | '
| [23:43] <+WEATHER> | 84> ]I SWALLOWED THE BOMB, AND ATE THE -
BABY, AND IM COMH\IG FOR U NEXT DAVE |
[23:49] * Quits: + Co;Conspirator 1 ([Co-Conspirator 1]
@2006F667:208A7411:E79FF8D4:IPU )(Quit; Leavingll )
[23:54] <l 04~carll > Imao [Co-Conspirator 1]

[23:54] <+saevyl> Imao

[23:54] <t+saevyl> angry
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[23:54] <l 04~carll > its back now

[23:54] .<|] 04~carlll > tell rape to come back

[23:54] <+saevyl> its a different rsa cert

[23:54] <tsaevyl> should it be trusted?’

[23:55] <l 04~carll > alright Imao

[23:55] <tsaevyl> is [Co-Conspirator 1] throwing a fit

[23:55] <l 04~carlll > im gonna setup a server |

[23:56] <+saevyl> ok set up a server

381, Based on my tra.ining, expen'gnde, and knowledge -of the investigation, the co-
conspirators in the above chat are using the audio application Mumble as they conduct the swattings.
Due to technical difﬁculties, DENTON appears to leave the swatting call. Kelley asks the other co-
conspirators to “téll rape to cofne back.” |
82. Below ié an excerpt from the Deadnet IRC on November 18, 2018, where a co-

consp_ifator using the moniker zheme communicateé arequest DENTO‘NAmade for Kelley to enter a
Mumble call.

[01:18] <+zheme> carl: get on mumble

[01 :18] <+zheme> rape wants to talk to you '

[01:18] <tzheme> carl

[01:18] <tzheme> carl

[01:18] <+zhem€> carl

[01:18] <+Zhéme> carl

[Ol :18] <t+zheme> carl_
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[01:18] <t+zheme> carl

[01:19] <+zheme§ carl

[01:36] <&Toast> [Co-Conspirator 1]_ is a stupid nigger who can't even hack
billboards |
[01:36] <&Toast> !last Toast

[01:36] <+WEATHER> 0 seconds ago, you said f!laét Toaé’d]_ "

[01:36] <_&Toaét> wow okay | |

[01:36] <&Toast> laq ['Co-'Conspirator 1]_is a stupid nigger who can't even hack
biuboards

[01:36] <+WEATHER> Quote #132 has been added. -

[01:36] <&Toast> Iq 132

Y[Ol :36] <+WEATHER§ [ 132 ][Co-Conspirator 1]_is a stupid nigger who can't
even hack billboards

[01:36] <&Toast> !dq 1}32

[01:36] <+WEATHER> Deleted quote #132.

[01:36] <&Toast> /ignore this di(‘;kinigga

[01 42] '<+zheme> https://i.4cdn.org/gif/ 1541534643905 webm

[01:43] <tzheme> carl

[01:43] <+zheme> carl

[01:43] <tzheme> carl

[01:43] <+zheme> carl

[01:44] <&Toast> carl
35




[01 :44] <&Toast> carl
[01:44] <&Toast> carl
[01:44] <&Toast> caﬂ_
[01:44] <&Toast> carl -
[01:44] <&Toas’;> carl
[01:44] <&Toast> carl |
[01:44] <&Toast> carl
[01:45] <+zheme> https://i.4cdn.org/gif/1541534643905. webm
[01:45] <+zheme> carl
[01:45] <+zheme> carl
[01:45] <+zheme> carl
[01:45] <+zheme> carl
[01:45] <+zheme> carl
[01:45] <+zheme> carl_
[01:45] <+zheme> carl
[01:45] <tzheme> cairl_
0 01[01:45] < 02~slimebawxll > child loose alerty
[01:45] <+zheme> carl
[01:45] <t+zheme> carl
[01:45] <+zheme> carl
[01:45] <+zheme> carl

[01:45] <+zheme> carl -
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[01:45] <t+zheme> carl
[01:45] <+zheme> carl _
[01:45] <+zheme> carl

[01:45] <+zheme> https://i.4cdn.org/gif/1541534643905.webm

83.  Based on my training, gxperience, and knowledge of the investigation, including
statements made by Individual 1 and another co-conspirator, DENTON would avoid actually typiﬁg
in the #Graveyard IRC channel. Above, DENTON enlists a co-conspirator using the moniker zheme
to contact Kelley about entering a Mumble audio chat with DENTON, DENTON used Mumble to
communicate privately with individuals without having to leave written statements.

84.  The IRC logs for deadnet.org contained IP addresses used by chat participants to log
into the forum. Most participants in the forum used VPNs and other anonymization techniques to
access and participate in the chats. Investigators with the Los Angeles Police Department (“LAPD”)
reviewed the logs and determined that user “Rapé” a/k/a “Tormentor” logged in from non-
 anonymized IP address XX.XXX.X.198 on October 21, 2018. LAPD subs_equenﬂy issued a
subpoena to Suddenlink, the internet service provider having control of this IP address and authority
to assign it to a Suddenlink customer, requesting subscriber information for the pefiod during which
user “Rape” a/k/a “Tormentor” logged into deadnet.org. Suddenlink responded that IP address this
IP address had been assigned to DENTON. The address associated with the account is DENTON’s
known address in Texas.

85.  Some conspirators also chatted in the IRC channel #Siege Culture. The #Siege
Culture channel was for co-conspirators with white supremacists views. In an effort to limit who

saw DENTON’s communications, DENTON communicated primarily in the #Siege Culture channel.
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The swatting conspiracy was also executed in this channel. The #Siege Culture channel is referenced |
in the below Deadnet IRC chat, which tooic place on October 24, 2018.

t03:08] <+zheme> pleaée carl
[03:08] <+zheme> you kﬂow 1 need this
[03:09] <l 04~carll > loldongs

- [03:09] <+zheme> my balls are already sore from tonights beating of the cock
[03:09] <@GLITCH> toast, did c’a.rl just get you?
[03:09] <+zheme> i have used almost 2 cups worth of lube
[03:09] <@GLITCH> damn son |
[03:09] <&Toastsgriodlol em dNIOJAS eh >
[03:09] <@GLITCH> topiej
[03:09] <+zheme> and im too lazy to take a shower, so i smell like baby lotion
[03:09] <+zhefne> i will use baby lotion to fuck a baby-sized i)ocket pussy
[03:09] <0 O4écarl,[] > lag [ 6<0 zhemel | Q6>[] my balls are already sore from
tonights beat:ing of the 'cockl] | | |
[03:09] <@WEATHER> Quote #49 has been added.
[03:10] < 04~carll > zheme: fape is shittalkin u rn iﬁ #sc
[03: 1 0] <tzheme> im. thinking of taking zinc and magnesiﬁm to mak¢ my cum pe‘arly'
white |
[03:10] I Q4~car1|] > saying how bad you are at chess

[03:10] <@saevyl> I wonder if I can make my voice into monokuma with a neural

net
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[03:10] <0 04~carll > into what
| [03:11] <@saevyl> monokuma
86.  Based on my training, experiencev,‘ and knowledge of the investigation,vDEN_TON is
. communicating with Kelley in the Siege Culture IRC channel. Above, Kelley comments to zherhé
that DENTON “is shittalldn urnin #éc.” I know #sc to refer to the #Siege Culture channel of the

IRC.

H. | DENTON’S Concern after Kelley is Approached by Law Enforcement
87. ‘On December 5, 2018, DENTON’éconcern about Kelley being arrested is discu’séed |
inthe IRC. Thefe are also comments on the use 6f Mumble as another form of communication. This
corroborates Individual 1’s statements that the conspirators often used MumbIe during the swatting
~ calls.
| [15:37] <% WEATHER> [93] for any questions or concerns about New Hope's -
SWAT  situation capabilitics, please  email Georgé Loqungs:
newhopeswateval@hotmail.com
[15‘:37] <+zeem> Irq
[15:37] <%WEATHER> [1] Initializing public qliotcs system for the graveyard....
[15:44]<~Co-Conspirator 2>saevyl |
https://Www.imdb.com/titlé/tt049345 9/videoplayer/vi3958767897?ref =tt ov_vi
[15:45] <tzeem> why Was_the irc down all morning Co—ConSpirator 2
[15:46] <~ Co-Conspirator 2> No idea |
[15:46] <.~"Zim"} no |

[15:46] <~ Co-Conspirator 2> It was online
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[15:46] <+zeem> why couldnt i connect then

[15:46] <~c Co-Conspirator 2> Just wouldn't let anyone reconnect

[15:46] <+zeem> 0

[15:46] < Co-Conspirator 2> Yeah same

[15:46] <tzeem> it is a conspiracy

[15:46] <~ Co-Conépirator 2> Mumble was been online all night

[15:46] <+zeem> was been |

[15:46] <~ Co-Conspirator 2> yeah

[15:47] <+zeem> i need something to read

[15:47] <+zeem> i dont wanna read that march bf the titans bécause im bored of

hist}ory

[15:47] <+zeem> rape is afraid that carls gonna get érrested

[15:57] <@wil> by the mounties? loldongs

[15:58] <¥zeem> yes

[15:59] <+zeem> wil yyyyyy

[16:12] <tzeem> god

88.  Based on my training, experience and knowledge of the investigation, I believe
DENTON and other rﬁembérs of the Deadnet IRC are expressing concern that law enforcement will
be able to track the swatting calls back to the group because Kelley unintentionally calléd the ODU
police after the swaﬁing call.
89.  In February 2019, after law enforceme_nt arrested Kelley én drug charées, the

conspirators moved the Deadnet IRC to TOR. According to Individual 1, this was an effort to make
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it more difficult for law enforcement to identify the conspirators.

1. DENTON’s Anger at a Journalist and Swatting of Journalist

90. DENTON expressed his hatréd for journalists and the media to Individual 1 and
éthers. ‘More specifically, DENTON expressed hatred for specific journalists énd media outlets
whose articles discussed white suptemacist groups and individuals a’ssvociat.ed With the groups.
DENTON expressed frustration about how neo-Nazis were being portrayed. DENTON was
particularly angry with a select few journalists, who had identified DENTON as a member of
Atomwaffen. |

91. | Individ‘uél 1 introduced DENTON to Co-Consbiratoré online.- Co-Conspirator 2 was
motivated by his own racist views when he selected targets to swat. DENTON dismlls‘sed with Co-
Conspirator 2 specific journalists that he was angry with because of the negative arﬁcles these
jdurnalists wrote about neo-Nazi groups. According to Individual 1, DENTON wanted the Victim;
who was a journalist, cioxed so that the group could then swat the Victim. |

92, According to Individual 1> and other evidence in this case, DENTON targeted the = -
Victim because the Victim wrote an article in ProPublica, which identified DENTON as a leader of
Atomwaffen Division. DENTON was also angry because the Victim approached DENTON at a
music festival in Texas for a then upcoming ﬁews 'ser‘ies.

J. Swatti_ng of ProPﬁblica’s New York City Office and a ProPublica Journalist

93.  On December 14, 2018, the New York City office of ProPublica was swatted. The
swatting caller identified himself as James Mason and stated that he was affiliated with Atomwaffen
Division. The caller said he had multiple pipe bombs, an AR 15, one hostage, and a dead body. The -

caller said he would begin shooting at police once they arrived.
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94.  The City of New York Police Department (“NYPD”) responded to the ProPublica
offices with approximately a dozen officers. The initial responding officers determined that the
threat did not appear credible. Asa result, NYPD chose to limit its response to the initial responding
officers. NYPD officers cleared the 13th floor, which is where the purported threat was located.
During the operation, NYPD found a single employee in the office. This employee was ViSibly
shaken by the threat and police response. Through interviewing the employee and additional
investigative steps, NYPD officers determined that ProPublica was a publishing company that had
conducted investigative reporting on Atomwaffen Division.

95.  As stated above, DENTON wanted the Victim doxed because he wanted to swat the
Victim. After Co—Conspirétor 2 successfully doxed the Victirn and located his address, DENTON,
Individual 1, and Co-Conspirator 2 swatted the Victim.

96. | On February 8, 2019, DENTON, Individual 1, and Co-Conspirator 2 swatted the
Victim, who was a journalist with ProPublica. DENTON, Individual 1, and Co-Conspirator 2 used
the Mumble application during the swatting call. DENTON and Individual 1 listened to the call,
while Co-Conspirator 2 called the Richmond Police Department, who are located in Northern
California. Co-Conspirator 2 identified himself as the Victim and stated that he shot his wife with an
M16. Co-Conépirator 2 initially refused to answer questions and stated that he was hdlding aloaded
M16 and planned to shoot any officers that approached the residence, and then himself.

'97. - The Contra Costa County Sheriff’s Office contacted Verizon to determine the
physical location of the phone call. The call was determined to come from a landline iﬁ Jersey City,
New Jersey. Jersey City Police responded to that address and found a couple at home. Both

individuals said they had no knowledge of the call being placed from their home.
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98.  Local law énforcement responded to the Victim’s home. Both the Victim and his
wife were removed from their home and placed in separate police cruisers. The Victim’s young son
and another relative were left in the .home. The Victim explained that he had been receiving threats
because he was a journalist that wrote about white supremacists. Law enforcement released the
Victim and his wife and then let them reenter their home. The Victim and his family were shaken by
these events.

99.  OnDecember 13,2018, one day prior to ProPublica being swatted, the Deadnet IRC
logs shows DENTON engaging with other co-conspirators online.

[03:19] -irc.phear.ca- *** Client connecting: Rapist (Rape@r74-193-8-
198.cnrocmta01.conrtx.tl.dh.suddenlink.net) [74.193.8.198] {clients} " [secure
ECDHE-RSA-AES25 6—GCM—SHA3 84]

100. Googie confirmed that the kayla000887@gmail.coh1 account was used to call the
Richmond Police Department. This is an account known to be used by the co-conspirators on the
Deadnet IRC when conducting swattings.

101. Further, the same Google Voice number that was used to swat ODU, the Alfred Street
Baptist Church, and the Cabinet, was also used to swat ProPublica’s office. This same Google Voice
number was also used to call the Richmond Police Department on the same day that the Victim was

swatted.

K. FBI Undercover Law Enforcement Meeting with DENTON

102. On January 9, 2020, DENTON unknowingly had a meeting with an undercover FBI
special agent in his home. During the conversation, DENTON said he got his foot in the door with

Deadnet conducting swatting calls. DENTON stated that he used a voice changer during calls, and
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- that other conspirators silenced their microphones to listen.

103. DENTON stated that he sw_atted journalists who had reported on DENTON.
DENTON explained that he was able to view some of the swattiné incidents on street cameras as the
swattings unfolded. This is consistent with the evidence in the case, including video recordings of
past swatting events regévered from Kelley aﬁd Co-Conspirator 2’s electronic devices. Thus, co-
conspirators are éapable of VieWing and recording swattiﬁg events.

104, DENTON als§ speciﬁcally Iﬁentioned the swatting of Pro.Publica to the undercover
agent. DENTON stated that he swatted ProPublica and the entire building had to be evacuated. He
also told the undercover agent that he participated in the swatting of the Victim’s home.

105. DENTON said if he was “raided” for swatting ProPublica then it would be good for
Atomwaffen Division because the swatting would bé seen as a top-tier crime. DENTON stated that
he did not expect the media to report on particular swatting events because of féa’r of hov;/ neo-Nazi
b' fbllbwers might respond. He also speculated that such reports might enéourage copycat swat calls.

106. DENTON said he learhed the technical computer skills he has from individuals on
Deadnet. DENTON stated that he and other consi)irators that he met on Deadret were planning to
conduct sophisticéted éyber-attacks against corporafe targets with the ihtention of denying accfess to
" their accounts. DENTON indicated that he was not doing the computer programing. |

107 DENTON wanted to swﬁt a journalist in the United Kingdofn for wriﬁng articles
about neo-Nazis and identifyihg DENTON as a member of Atonwaffen Division. Indiv’idual 1 said
that DENTON and conspirators settled on sending this journalist harasSiﬁg mesééges because they
were uﬁable to locate the journalist’s home address

108.  During DENTON’s meeting with the FBI undercover agent, DENTON stated that he
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was able to take down a United Kingdom journalist’s website that he targeted with Deadnet co-
conspirators. DENTON explained that they targeted this journalist because of articles he had written
about DENTON and his affiliation with Atomwaffen Division and neo-Nazis.

L. Other Swatting Events Linked to this Conspiracy

109.  The below table lists some of the swatting calls that enforcement believes were
committed by the conspirators in this case. The calls were primarily made in November and
~ December of 2018 and impact 134 different law enforcement agencies. The below list purposefully

excludes some of the swattiﬁg calls that law enforcement believes are part of the charged conépiracy.

-

Ag

Banff RCMP AB Fort Lee PD NJ
Edmonton PD AB Manasquan PD NJ
Lethbridge PD AB Montclair NJ

Florence PD AL Monmouth County SO | NIJ

Gulf Shores PD AL Albuquerque PD = |© NM
Kamloops RCMP BC Las Vegas Metro PD/SO | NV

Anaheim PD CA " Little Valley SO NY

 ElCajonPD CA | . NYPD NY

Hesperia PD CA Onondaga County SO NY

Los Angeles PD CA Sag Harbor PD NY
Los Angeles SD CA Schenectady PD NY

Murrieta PD CA Southampton PD NY

Palo AltoPD | . CA Suffolk County SO NY
Richmond PD CA Syracuse City PD - NY

Sacrameé’g’ County | g Yorkville Village PD NY
San Bernardino Ca CA Cincinnati PD OH
San Bernardino SO | CA * Cleveland PD OH
San Francisco PD CA ~ Columbus PD OH
San Jose PD CA Dayton PD OH
santa Cm REACTca Deshler PD - OH
Santa Rosa PD CA Fairborn PD OH
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Henry County SO

OH - |

Denver PD
Boca Raton PD FL Hilliard City PD OH
Deltona PD FL Marion PD OH
Ft. Myers PD FL North Kingsville PD OH
Jackson Beach PD FL Norwalk PD OH
Key West Fire FL Warren PD OH
Miami Beach PD FL Zanesville PD OH
Oakland Park PD FL Oklahoma City FAA OK
Orlando PD FL Oklahoma City PD OK
- Sanford PD FL Bancroft PD ON
Stuart PD FL Grand Sudbury PD ON
Volusa County SO FL Ontario Prov. Police ON
Americus PD .GA Toronto PD ON
 AtlantaPD GA Ashland PD OR
Dekalb County SO GA Bend PD. OR
Douglasville PD GA Eugene PD OR
Eatonton PD GA Malheur County SO OR
F““‘]’)nﬁgl‘{’“nty GA Portland PD OR
Lithonia PD GA Borough of Kutztown PD PA
Honolulu PD HI ~ Bristol Township PD PA
Lewiston PD 1D New Hope PD _ PA
Chicago PD IL Stroudsburg PD PA
Elmhurst PD IL Tobyhanna Township PD PA
Hinsdale PD IL Montreal PD QB
‘Mills County SO IL Quebec City PD QC
Angola PD IN Sioux Falls PD SD
Crawford PD IN Sturgis PD SD
Kansas City Police KS Arlington PD TX
"CadizPD KY Hardin County PD TX
Barnstable PD MA Harris County SO X
Fenton PD MI Houston PD X
Prince George MD - Pflugerville PD X
~ Jackson PD MI San Antonio PD X
Linden PD MI Summit County SO uT
'L“’mgStSOg County |y Alexandria PD VA
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Muskegon County

CheSapéak_e PD

| 30 MI VA
Oakland County SO MI Henrico SO VA
Ottawa County SO MI Norfolk PD VA
. Trenton PD MI Old Dominion Univ PD VA
Village of Fruitport Prince William Coun
. : PD K M PD i VA
Zeeland Fire: MI Seattle PD WA
Grand Rapids PD MN ~ Middleton PD WI
St. Louis Metro PD MO Pleasant Prairie PD WI
Codiac RCMP. NB Marion County SO WV
Boone Fire NC LaramiePD | WY
Charlotte-
Mecklenburg NC
Grand Island PD NE
Conway PD NH
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Conclusion
110, 'Based on the facts set forth above, I submit there is probable cause to believe that,
JOHN CAMERON DENTON, did unlawfully, knowingly, and willfully; combine, conspire,
confederate, and agree with persons known and unknown to commit an offense-against the United
States, that is, to transmit in interstate commerce communications containing threats to injury the
person of another, and that DENTON or others did 4n act to effect the object of said conspiracy, in

violation of Title 18, United States Code, Section 875(c), all in violation of Title 18, United States

<z »‘
Jonéthar Myfes Land™
Special Agent
Federal Bureau of Investigation

‘Code Section 371,

R L . Q-S\LL\
Sworn and subscribed to by telephone this day of February, 2020.

QQC@/ /sl :

van D. Davis
United States Magistrate Judge
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